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Abstract: Existing provenance graph-based advanced persistent threat (APT) attack detection methods mainly focues on
identifying isolated attack events and fail to capture the temporal correlations and causal dependencies among multi-
stage attack events. To address this issue, the problem of APT attack path reasoning was investigated, which aimed to ag-
gregate related attack events belonging to the same APT campaign into a complete attack chain, and an attack tactics and
techniques knowledge-driven APT attack path reasoning method was proposed. Specifically, the proposed method first
constructed an anomaly subgraph containing isolated attack events through anomaly detection, attack tactics and tech-
niques identification, and graph pruning, then introduced an ATT&CK-based tactic-technique sequence pattern built from
threat intelligence to guide the attack path reasoning, and finally reconstructed complete APT attack chains by integrating
graph search with a threat scoring mechanism. Experimental results on a simulated attack dataset collected from kernel
logs and the public DARPA TC dataset demonstrate that under the premise of maintaining attack chain integrity, the pro-
posed method improves the reconstruction precision by over 60% compared with existing methods.
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Process—File read, write, chmod PID, Name, Path, Cmd

Process—Process start, end, execve, clone PID, Name, Cmd
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(2) HA T4 )
) SRR CR R 2 03 S [ — 2% B L e 6t

PR, R1F 0.5 I V. ZEEHRFIER BT,
TEJT S B B, A7 A58 B A 55 i 1) e 45
BARERRAME, AT Y 53 277 5 6@t
% kIR A S R R e 4, 19 R 5 BT R 6 R
PNIER L= X G S s = | IR0
.
233 HEHKBZBM
TE 58 il BB P2y 5 a5k
TEPEURIE S A, BRI E, RAH-—Migm
Pl [ 500, i VR A B D O IR s H R
VA I e [ . AEREAS R R A, R
B B L, EE BN N0 N Y
Mo B AR (T BT B R — AR A I T B AR
KoM Emn T ix—d BRI R AR, HET95 07~
10 [ k7745 A, JE e VA w0 B VT 3 e i (132 )
B0, 3RAT 4 SRRk Bt i Ae, BI(D) —Q2) —
(M~ (1) —=©2) =) 2@ —©®) () —(@2)—>0B)—
@) —(5) —(6) ~(OM(1) —(2) ~(3) =) —(5) —
(6) —(10)e F3HTA] WL, HEFRLS B % IE I T R 12 7
HTHELE®BZA) —Q) —03) @) —6) —
(6) —(8) —(9) —(10), HIFIN TH R A, 1%
] A 2.4 7 Rk
24 WEHBEISSEH

NEFAFE LGSR T — N EE RS, B
TEORE R BAE IR AR, FHMs BA SLRAT S TR B
I, ML A o6 e BB RE ) B G . B
WIS, %hE —%EIEBEESECP, MWL 24
A B i A A B B AR 1 B VA

(D A Rz R4 2 (6) v 5 5 ik I

R A T I B VE 2 BT AR, DAVTA ) 30
PR o

>

e, € CP.edges

EdgeScore (CP) = EdgeNumber (©)

(2 BEKERER: BT IEMNERE KT,
— R R EEA & B g AE, )
— R KR AR 2 BOD AR T RESRAS K =
WA B AR . R AR KR R R T S 5 K(7)
IT

ScoreE (e,)

_len(CP)

LengthScore (CP) = (1 -e

) EdgeScore (CP)(7)

Horr, 22802 ar i B DL A0 R AR K R I UK
FERE .

(3) WRFHEDBNER: LREHEIRIELT
P BN S T A S AR . 3.2,
HR RS R AL 2 RS R M A R
P80 DTSR AR P BT AT Y R S AU 3
fH, CAORBHRAT w3 57 AR 0 AR 9B AR
LT R AR

>

_ v e CP.Nodes

NodeScore (CP NodeNumber (®)

R, EEUNPREEEBRILE. &
Ja, F T () UK AN I8 3t 54 5 A ik I
w42 CP MBS Hk, R EEE )
T IS BAS B 0 RIS B it A e, R
oA SRR RS CIERE IDZE) R B[R B 42 18] 1)
FER R, IR IR F Y AR B AT RS 1
BEARHEAT & 9 o W T AR HoAth B AR 2 o S [

AbnormalScore (v)
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RIS A2, B AR B B IR AR R B i 0k .
K7 RoR T m B R RAE 5 A I B AoR
Bl o AL B R AL B 4 KW MR K42 path, =
(1) — @)~ (- path,=(1) > (2) > (3) > 4 —
(8)s path;=(1) > (2) > (3) > @) > S > (6)—~
(9) M path, = (1) = (2) > (3) = (4) — (5) = (6) —
(10). BAFE I imiE)S, path K15 100H 2,
KT PG B gL 9 . HL A2 #4645 path, path, Al
path, L= ILFEFT S (1) 2). 3)FI(4), Hi&1% path,
Al path, i3k — 2 3L L IL[F AT g (5)FI(6). G IFIX
SRR, EEN RS E 7(c) TR

V)
ConfidenceScore = w, LengthScore + w,NodeScore (9)

3 S5

A7 FH 28 FF Hi 0 45 AR 8 4H i i A UL APT i
KA BB BERT A SO VAT SIS AL, BRI
PLURHFZE M A (research question, RQ) .

(1D RQIl: HHARSediH AR, ACTEAE
Tk B A7 4 B 7 T 1R 28R an ] 2

(2) RQ2: ASCTTVEM & BB Hoo Tt B A2
PSR 1 DT R 0 T 2

(3) RQ3: EANFEBGEZRGIG, AT
o R AR EE R I ] 2

(4) RQ4: Z % B ] 52 W A 3CJ7 ¥ 1
PERE?

(5) RQ5: AICHIEMIEAT 3 ?

3.1 XWEE

/£ — & Windows 10 EHL (CPU i5-10400F, P

1716 GB) _L#%& Kellect!'SI LI AE W AZ H & $di

H 7F — /Mt % Intel Xeon Gold 5218 CPU. 128 GB
W A7 Ubuntu 20.04.6 IR 55 &% L1847 AT
3.1.1 APTHEMSGEHESL

WHHELBMN R B 75 F
ATT&CK % [fr BUBU BUOR 9 APT Zady, B4
A RS A PAT AR Tr AR TR
SR EGEE R G S, SRR N HEEEE A
BB V2SS BT i 5 A Mo 13 4R
KGR HE, BAAmT.

(1) %1 (Phishing Emails): il 5 H
R R R s DASE IR GG T Rl o, AR
PRI AT R EARS )G, Wl mid e S 3 H b
& VBScript A LU AL, B, BohiE A
BloodHound #H 17 ¥R 5800 %%, -1l H cmstp SE AR 7
HATRURSET . 42 N R 8 57 BT B fd H Kerbrute
T H, @it BR TeamViewer A5 H & id 5% ok Fi ik
By Al o 2%, AT B HiE it SMTP 4M%

(2) %42 (Account Abuse): 5, Bidi& D
A8 S, A WMI ) Invoke-CimMethod 7
OV ET RMESS . BEfS, FH% R4S svehost.exe
3 2| System32 H g ASEILRE A, FERIH GRS
DR S E MR BE, JRISAM/SYSTEM %73 LA
AT R AR . B, Ml imad in g Web ik 5541
A .

(3) %13 (Content Injection): 4, XK
38 1T P %% % 472 DNS. HTTP B SMB i ¥ 3K %
B ERA, DAUSRBYIE U AR . BEfE, AT
attrib fr 2B R G B DARR B R R g 1
5, [FHINEHFMS T (active directory ser-

R T o B R A VP43 A
L2 ] (2] [2] [2]
BT O G &
(BE: 4.5)
= OO
G [5]
OO
@ O © v
3420 B4 BH55 13406
() P Tl B s A (b) 5 7 T % e 12 (©) AIFSERY

K7 el it 56 R sl
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#

vice interfaces, ADSD) HEATIR N A, A RIFE3)
WEE R, HmRZ@id HTTP Vsl b = 4 .

(4) Zf5]4 (Content Injection 2): K3 @it %
R AR B AT HAT SO (W setup.exe)
Ptz 2% DLLIEA RS0 RE,  FFAER—A
EEASHA (startup.emd) PASZEIFRFA L. TEHAT
WA E, Bl 4 PowerShell il B AE B )
A HEMENERIT DR 4 T H AR .

(5) ZAf|5 (Service Suspension): Ht, Wili
R E A A ZE A Y% R USB & £ BLIREL
WGV R . BEJS, FIAH Windows & B T H (11
SchTasks 5, WMD) 6 & i RIME 55 I @ 3L 55 Afk
WA AT A R R A R SS, WAGHE m N
Fr#fE (advanced encryption standard, AES) DAL 5L jif
RGWIR
312 AFHEE

BEAk, 354 1~ T e S DARPA TC L3l
ARSCTTIEA B 2R B A b ks U A 7 4 ek
(IR SEHE, 1% tH CADETS. THEIA 1 CLEAR-
SCOPE iX 3 P A RINLHISC A i ds . 5 L)k
HEAE, DARPA TC #ffs 5 B A7 M 7= -0 S AR AN
RN U A E A B A 0 ST BE R
HARMNRZEG], A RO rhiEgHiE R .
3.1.3 MR EREIEAT

BB 20, 8N T st s 5 1
Yok, Uy BR A HE TR SR 52 1 4 1 PPAG AR 3
BT E, ERENRGEFHPATI SH R
W, OREA 1 RO BT B A AL 2R, AOREE K
BEMRD, e 245 B B AR T BGEAT AWK Tl =
THE.

F2H5T T 3T DARPA TC HUE S48 i 1 5 2%
FHBEE 528 QAT BT T R0 1) 57 T
fiEo Fordr, “#v” F “#B” 7 B FKoR R e WE b
AR A R, “4CV” I “HCE” 4yl
71N R DUDKS 17 J5 TR B ) S A . B
PN, BRARIR AR K& S S oG
RS T AR RIS BR TR, A R
TR S R B PR, AR T RS
PRACHETE I R 5 T R

ARICKHHGHE (Precision)s A HIZ (Recall)+
F1 73 %t (F1-Score) Fli#ik % (false negative rate,

FNR) 4F 454K, Precision = , Recall =

TP
TP + FP

{18 47 %
TP 2 x Precision x Recall _
TP + FN ’ Fl-Score= Precision+Recall ’ FNR =
FN — .
L ';E; /l:l Dl i I B )I{_:_l; ’
TP + FN TP 37 TR 100 A B8k 13 EN

TR BB IR ) B R, FP RN R AR R A
T

#2 HMAEREERNSEFEZSIHER
e Wi 2241 #V #E #CV  #CE
Lt Phishing Emails 184270 729749 291 293
P4 Ids  Account Abuse 103098 415455 155 164
WL ELd:  Content Injection 160904 603 197 216 219
IS Content Injection 2 95026 409431 207 207
PRI Service Suspension 92949 386017 160 158
DARPA  Five Dir Case 1 8572 25084 327 530
DARPA  FiveDirCase3 79255 467659 398 631
DARPA Theia Case 1 303704 1107028 2287 2609
DARPA Theia Case 3 1138742 1666460 4507 8538
DARPA Theia Case 5 53779 400123 338 458
FHME 222029.9 621020.3 888.6 1380.7

3.2 XfEEsKIE

S8 IE AR ST 5 A Tk AR HE 3 TH AR AL
P, A K 3L 5 A0y J7 75 SPARSEPY AT DepIm-
pact! AT SEEE X EL

(1) SPARSE: —7Fhah & Sy IRSL 5 e
T W R G . AT R EY0E U,
I E SRS AL R R T BEE L], R PSR AT
BER AR AR IR B A B o 5 ARSI RIRNAZ A
AT N B 7T B B AN [F],  SPARSE B i 5 i 4L
(Y 073k, RIPUIE TR 5 480 s BRI G B
FEREB,  TASENT Sl SRS AR £

(2) Deplmpact: — i & T 22 FRAE i A5 5 52 1)
IR B T 7 v . %05 Gl it RGURHIE T 5L
B, FRIRAIC R SR i ) J5 EAT s MR ) 7%
AN AR . AT ES I T ERZAF I
L ERARTE BT 5 AN, Deplmpact % FH 4L
PRI RS (AR e £k, B I B AR AE PP 25
WS PR SRR A, HOGESET R
GLO IR A B i =l 4 e Mot i B O e

i1 T SPARSE 5 DepImpact ¥ 75 LA 24 #0845 i AF
NOFHTAR R, ARG R 3.2.1 R B R
TR PGB S . BRI TTA, ARSCITIALE ST
VA TR bR B3R ER T RL %, BRI
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=3 TR AEBE R EIEDRE
ATk SPARSE Deplmpact
ik 41
Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Phishing Emails 84.21% 100.00%  91.43% 28.57% 25.00% 26.67% 50.00% 80.00% 61.54%
Account Abuse 78.57% 91.67% 84.62% 40.00% 33.33% 36.36% 66.67% 80.00% 72.73%
Content Injection 75.00% 81.82% 78.26% 37.50% 27.27% 31.58% 20.00% 66.67% 30.77%
Content Injection 2 86.67% 76.47% 81.25% 38.89% 41.18% 40.00% 11.11% 50.00% 18.18%
Service Suspension 69.23% 90.00% 78.26% 37.50% 30.00% 33.33% 58.33% 70.00% 63.64%
Five Dir Case 1 37.50% 100.00%  54.55% 42.86% 100.00%  60.00% 33.33% 100.00%  50.00%
Five Dir Case 3 35.29% 100.00%  52.17% 27.27% 100.00%  42.85% 20.69% 100.00%  34.29%
Theia Case 1 25.81% 100.00%  41.03% 18.42% 87.50% 30.43% 12.31% 100.00%  21.92%
Theia Case 3 22.12% 89.29% 35.45% 33.87% 75.00% 46.67% 24.35% 100.00%  39.16%
Theia Case 5 30.77% 80.00% 44.45% 29.41% 100.00%  45.45% 27.78% 100.00%  43.48%
FEE 54.52% 90.93% 64.15% 33.43% 61.93% 39.33% 32.46% 84.67% 43.57%
AR R R E A NI D RERMETSOGE MISPARSEAMHLL, ASCU7vdimid 5| N Bt AR T

M &, &K J7 ¥ B Fl-Score 15 8| 64.15%, #
SPARSE (39.33%) 5 Deplmpact (43.57%) SZ3i
KERFETE, IX 7850 UE B 1 AR SC 7 VA AE i fh B 38 I
APT Bt 8% 77 T BAT B i B ik

P R IE Ve RE 220 E ZA R T LU R B A

T 5%, SPARSE 2 T-if LI 7 5¢ R & HUAT 5
PEAT, MDA RS 8 BT AU AR R A
SHURNKEICAT T, T FRAR T Brds B A2 HERE
PRER%. thah, X T2 BERK S, UKE
B X5 26 ZR AT T A B DL S B e B Y
kI i . WK 3 Fron, SPARSE A= I 2k i 45
CRTF 20475 50 ARkl fiik 1414y, Bl 25
AMERERBIAME (F1-Score=39.33%)

H AR, Deplmpact /£ A [F1 % (84.67%) 77 %K
M, EREFER (3246%) EFEMEK, XEH
TR = R AR R o R PRE T3 R Rk SR
IS 368 sk 326 BT 1) 55 e AR R 1) 22 4 T R v B
e BIRXMEIFREA M SR 2 Bt HaA
Al G| N KETCORTT i, FEU RS BE R B

RTINS T 64.15% I FL 434, HARH
BEF A SRR (D i S AR AR T
TR, REVEHEIE T AR T R — APT Xiti 1)
TP, BEIRT TARMREE CRERZ F—/N
BEREEZALEEREN s (2) LEERRH
WA TE LS AR EAE X, B HR ARG
A RX A A Bk 7= A I B B 4%

i b, EXTRQL, HIA it 771 Deplmpact

A R £ R Bk B AR A R, EAR R S A
[F R, BT TR R
3.3 JHRhSLIE

DRPPA AR ST & SR BRSO Bt B AR HE R 1)
TR, AN IS 3R AR AT L

(1) w/o TTP: %R i T Bk 2 6 AR R 31
R, I B LS B A & e T
PRARAN 55 B8 SR 5

(2) wio PS: ZBERR | BT BiE, A
T 6 A% A1 B R AT (100 108 Bk B AR 3R AT BT BEVRAG
M A2 B BT (i I B A2 5 AR AR R B
KB

(3) w/o ATT-SPT: 1% ARARA K FH #2908 1 2 =
B A F 5B (ATT-SPT) 45 5 Moy 4 42 4
B, iR fAT B Mok AR AR N B AR

KAWL R RN T AR E S 2O HLE )
YER, FAE F1-Score 435I B 72.73%. 76.85% Fll
51.64% (1] 52 25 Mo #5H Bk Pl A7 AR A, X 48 2 R i A
T3 A, T RRBGEBRAR RUNAL B
AR AR SRR . R HBEN R B, R4t
REMNBHE AR ZEE AR ), SEOREHE
PEBE N FF72.73%. HR, A EGEIP S EE
B B AR RS T R A Lo o R B NAZHL I AR 4 B S
L 100% 1) A 12, HILL10.72% B BRARKS i R AR
M, Ut BH B AlAORE SCRAIE S P B ER 1 Mo B A%
R SR KRR TR . FHIR, ATT-SPT NiliY
rPRAE T ORISR S . O T R B R )
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{18 47 %

B

£ 4K, Fl-Score HELE & N CNBE51.64%) ,
TXUESE T 5T BB AR Fn iR o s U B AR R 1 52
Fe B B AR KM T A B, B Rk
AN el B i e e, T R UM ES SRR JZ 1)
Z BB OOC 2

Zx b, EPXTRQ2, ASCHERIBUE B AR HERE L
R3O (BRG] B H AR
Fr RS SR AT 7 R AR V40D P A AR LRIE, SR/
R — MR 2 S EUERE R & T
34 ZHISHH

YT APT Mo B AR HEFH 10 2 b, e Bk
56 43 B M DL AR AR SC U7 1k B A A 3 1 s R AN OE
M3msc. AL, [FR AT LI ., 24
PR R BIATIRAN SN Z TR LI o R W,
RS R AE Yk I O TR sk FE 3 BR AR R R
SR . DU 7 VR A R 2 R T BGh
MEAERME: (D FEZHAEFERINEG LR
AN B AR M P i, (2) BUGRBERE I 2 AN TGk
By Br. R T7 M DA A B 2 ), RO E
NN R 57 A S N F = = N NI
Z R AR B R EERRE . AR
B B L AT A X AR, BT

A0 FMEFAIE Y7 SPARSE F1 DepImpact 2 F & B 14
KN BB AS . AR STHEARYE AN [R] 1) Bty B4k
AR 7 FIBE X 3 A [\ B i B A%, BB LA I
Yook B A2 20 M N S B %A% . 8IS 0 # DA
TSRS 2 B IX — S ik

FH1: WE 8 s, %% HIK H DARPA TC
BIEEF T “Theia Case 17, ik 7 — KM
J i APT Mty o Moty 2 56 M FH Firefox 3 5 #5 s 1
MANETIRE T, B SimfEadEh (C2) ks
ST R AL [ 7] Shell 4% o

EFX %511, A7, SPARSE 5 Deplmpact
Y RI AR e BRI RE 70, % 71545 B B R AT
BBl TR MG R T A, BRE SR B AR B
AYEFPH ol Z RN T, KIZEGE
BRI RBRE: H—, Wl 2R
BEMOBIZE N, e, ECSEBUs  m M  An A KR
R i, #52, DARPA HUE 4L i1 2 20
Vs A B S B — B, AR DR 4 N T I i
BRI IR R S RIE . RS SRAET, 3T
E S T SRR M B, PERERIAH Y.

ZM 2. Z Ak B IR BB APT Bt
“Phishing Emails” . 1%J il 56 i 8 s i

=4 AT AR E TR TS B R IR AR R X EE
AICT5i% w/o TTP w/o PS w/o ATT-SPT
ik 5451

Precision Recall F1-Score Precision Recall FI1-Score Precision Recall F1-Score Precision Recall F1-Score
Phishing Emails ~ 84.21% 100.00% 91.43%  42.86% 18.75% 26.09%  10.46% 100% 18.93%  42.86% 18.75% 26.09%
Account Abuse 78.57%  91.67%  84.62%  25.00% 22.22% 23.53%  7.79% 100% 14.46%  62.50% 55.56% 58.82%
Content Injection ~ 75.00%  81.82%  78.26%  30.77% 36.36% 33.33%  9.02%  100% 16.54%  45.45% 50.00% 47.62%
Content Injection2  86.67%  76.47%  81.25% 11.11% 5.88%  7.69% 829% 100% 15.32%  22.22% 11.76% 15.38%
Service Suspension  69.23%  90.00%  78.26%  28.57% 18.18% 22.22% 18.03% 100% 30.56%  46.15%  60.00% 52.17%
A 78.74%  87.99%  82.76%  27.66% 20.28% 22.57% 10.72% 100% 19.16%  43.84%  39.21% 40.02%

(a) Theia Case 1

(b) A5 i%
B8 AT LA T o0 Z2 9] 1 3 A ) el B 4 A

(c) SPARSE

(d) DepImpact
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WETHL, B IR AT SEMEALRRIE T, JF
RS HER 5N USSR . st & — ik
s, BB EPITIRRA G LR G F
1 SR IE IEE 53 B 3 JE

BEXE S50 2, ASCOTIEAE AT AR A Bt B D T
JRELH RS, RS E R Ry B EMRT
SPARSE 5 Deplmpact. 7E5Z R 45854, 224
Bk vl gelF iy ke Az, LRy s Consd A
). W9 7%, Phishing Emails B o 224144 2 1)
S TRRAEM AL SRR BERBRARRNA
B MBS BE, SRR MR R 57— R T AT
OB o IR R AR B B R DGR IR RE T v (R
WATI0T70) ALAZIE, %749 mpE AN R Mot ik 2 H A
SERA B B 8. AR SO 3R A BGE R T
IR e T B B AR, 2[R A v, YT R A
TR FARIE NS vy GRid N T1059) Filv,, (b
i N T1570) . 3T ATT-SPT K< B o #r, BT

powershell.exe

\

wmlprvs%exe i
powershell.exe
Powershell. ex@ iccmstp -exe ’ //
‘ payloa psl

cmd.exe (21 ). -
Kerbrute exe
cmd. exe@

T1059—T1070 M) B i £ AR % ¥ 2 8 2 & T
T1570—T1070, X7 i A2 HE 2 i 75 o 8 5 38 48 v,
VE N v, [T TR T AT 206 vy, AT RICTRE B0 T AT
e 51 R 37 B S T R R B 1) AL

A Z T, SPARSE EERFIE LR, HI
o A2 HE E AR T 2 8 YT ol B A LI AR O
Fo W, 4 AN I HLT S vy, 04T S 1 4 B
W, HTF v, BN T BRI T v, v, AR
BRUCT R 2 . SRTT, A RE R 2 AN R Y R
F5 55, SPARSE /5 A 8 Th i 5 1k ot 1% 4% 31 52 4 A
e, XRZEEEMH TR 5.
DeplImpact 38 1 2% #5135 N\ F1T s [a] (17 80 7] PR 5
I3HT, BERE SN 2 M R AT E . SR,
YT AFERS G R R BEERERT, 107753 LLA AL
X ARB SN S S, R T EZ
BEY R B Rk .

Zib, BPXIRQ3, fEMAEMULEEM G, Bl

Services.exe
(T1059)

]
\

(T1070)

T 1570) ccmstp exe

powershell exe

(a) Phishing Emails

(b) A7 i%

(c) SPARSE

(d) DepImpact

B9 ARSI G LR 7 o0k S8 45 2 T A i Mol B S A
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{18 47 %

B

RIRE TR R DT, ATk RES A BB
OB AR S A R e B S R B B AR
3.5 @ASIW

BREEREO (2475 VRN REEZ
SRS S 7oA BRI R R
2 BT AHOGTT sE RN 75 5 5N, T g R
L B RE AT S L B A5 T R A8 50 AT R S DR B I
Rl AP AU G &R, T BLE A %S 5
KUMEREH R SRR RN G

W10 s, HEGERE 0 BEBRIK (3.0~
3.5) B, EEEE AR BE P OR B 2 ik HE R
&, BAESEOLEIL T IR R, (HRGH RG24 R I
Rt BEEBEREEBREQZLIRTE, KiZZisg
THEWEAE, (H5HFEN RS LT ZAEILR
VT x s HE P BR AR (L RE BT A, S BOEE
BRI PR T e i 30 O 3R SR A

Zi b, BEXTRQ4, KBSHEFEREIN T
PSR ) S BV E ARG A I, 3l R S Sk
K AR EEEEREI=4.5.

3.6 THEWERIW

RV A SONERITHEAER, RaE T HA
AR CEBER AT RERT, 1R 5 R, HAsEmk
— BB IR AR HE T GRS R TR,
WESRE R HFEEDE) FYFER 152.07s. 5
SPARSE Fll DepImpact [ %} EL 3 : (1) AL
J7 13T ATT-SPT () B AL B 43 FE A5 (2.35 )
B 7E #E I B B = T Deplmpact 4K 8 4% 375 5 vk
(0.81's), fHFH @ Ml 5 koA e 3 i 2 AE 28 48 &
B AL B, DU AR 1 B T 67.9% 1) Bt
6 45 HE RS B SRR T s (20 R B E R B,
AR AR BAS BV L CE IS B AR
B A 3 € LR M AT ), AN 0.002 2 s B AT 5
B, L SPARSE (0.056 ) I 25 %, L De-
plmpact (1.07 s) PRiT 486 fi5 . RE AR LT IEER
T EZAR Y BT RS A, (B L T M R R
J A% X P e ol VP A 458 20 e 24 SRR T Y
FERGOL IR, HEF AR R IE 54.52%, A [HIREIA
90.93%.

-~ Phishing Emails ¢~ Content Injection 2 -o- Phishing Emails -~ Content Injection 2
-# Account Abuse - Service Suspension -#- Account Abuse -¥- Service Suspension
= Content Injection —* Content Injection
0.8
1.0}
0.9 06k
BN 0.8
= = 04
£ 07 B
0.6
0.2}
0.5
. ; . ; . : 0 . . -
9435 35 4.0 4.5 5.0 55 30 33 W e 30 33
BRI | EREERME
(a) B4 3 G OXDRS 2R B 5 1) (b) EA5 FERE O TR 3 1 o
10 2
x5 KX FHESEE A EN TR
N BRI S Tl o
Tyt R R T B — —
KL TiE s Deplmpact/s KX TTESs SPARSE/s Deplmpact/s
Phishing Emails 234.82 2.60 0.82 0.003 0.06 1.35
Account Abuse 137.45 2.43 0.96 0.002 0.05 1.03
Content Injection 134.61 1.77 0.44 0.001 0.05 0.86
Content Injection 2 123.97 2.71 0.94 0.003 0.06 1.12
Service Suspension 117.74 2.23 0.91 0.002 0.06 0.99
5 ME 149.72 2.35 0.81 0.002 2 0.056 1.07




%51

B WA ety BOSOR JIR IR EN ) APT Bl AR HE LT V5 - 167 -

g b, EXFRQS, ACTEAEHEIES ]
L2 ), Fo A ERER SR A AR AT R T B2 Y
B, MERC B AR IR B BB A B R RO
3.7 Wig

(1) SRR . Brd iR AR B 0 HARIE T
R ENE 52 B 5 M RS B T A1 5 Ok R I B B
Ho MEN—DEEA MM EHEL, A SRR
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